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Abstract

become an urgent problem for electronic medical system. Therefore, a secure sharing scheme of electronic medical data

With the rapid growth of medical data, how to realize the secure sharing of electronic medical data has

based on blockchain is proposed to realize the secure sharing of electronic medical data between data holders and medical
research institutions. The scheme used zero knowledge proof mechanism to verify whether the medical data of data
holders met the needs of medical research institutions, and used homomorphic encryption technology to ensure the
security of medical data and realize the operability of ciphertext. Theoretical analysis shows that the scheme can meet the
security requirements of confidentialityand availability. Experimental results show that using this scheme to share

electronic medical data requires lower computational cost.

Keywords Blockchain  Secure sharing Zero knowledge proof Homomorphic encryption
A TR
0 351 & BT R LR A o (A P 1t 22

IREHEROLAI A G A5 1L , 7 2R LB B Bt 1y 5%

WA FL T BT ARG AN T A i B ] 2 B A e s 4
B B AT P AR (IR O3 A0
L S5 L B il 2 LAy X8 I, 6 T BRI R ST BIL
AL, X LE AR R A Bl 2 AR WA B T T AL 2 8
RAERCIROL Y . 38 F 00T, Bl A # T AR
TARZE T8, R A B0 [ C A B r B A T IR, B4
PEAAT & SR ) BT I T MR 45 B 0 23 I e,
L B s i S i R R R A AR ok
TEXT BT R Y B FA R 3P TR, T 2 20— 7 22 i
P, RIBR 7 B S AL A TCIE U5 R e 5

PSS Bl A H RS B, nDR A 2 BEST
et A T BB W FE AU E 1) SEIE , B BT B
FEHUR B s R Ay B S 1 By Bl e B A 5 0
Jirdd , TTHERR JC G B2 015 B o IR A 2%
PR DS KE R A & e A B B AAE B AR B0
IR BT AR T AUAL I A AT A R L I S LA 11

BRSNS ST LA AR BB R 15 A & A T
By Bl SO , By i ST AL AT RE 20 HL T BT K
PEHEAT T AAZ I, X 2 T BOBR R A 2 1 AR

Wk H 11:2021 -04 -06, BREEM WL, EOFGUE: XCERBEROR . WISR, 2002 BRZIE, Ui,



% 10 #1

BEBR,F A TR LT ETHERZLELFHE 117

AR A T L A3 A e T T R P B (L) 35 3l
00T T A B s A B U N RS8R e i gy
Bij 1 B B H UG Xt By Rl A 5 s 2 40 o i 9O
B HL T B 7 O Y 5RO S AR R B 5 = A
[F

FETF PR PR ), 38 V) R R TS S
RS BUBIE Fp A7 & AN B 7 I ST LR =2 8] B B0 2
It IR B A H B FA PRI DA SR
R0 LT X P 22 A L 05 58 Jl i SR AR R
UERH ML S5 e R A 1 7 B R 54 & R T
FERURG Pt Bl 18 R R [ I R [ 28 2 e AR
X HL B R A e Ak B SR SR AT R

1 ERMARIR

T BT R s g K g B
FERCR AR 2 Y O BT B AT P R ]
JEPERER  AETE AL B i XU . A T G A
f T 3, 4 0o 9T R 45 A, 2 10 0 X B e
177 RIS, LS BRI 57 550308 1 B AL AR 47 23 A =X
TR 2E 2352, Vazirani 25 G TR K HEERY 51 AL
T iy 1) B 25 200 R A G ke A B F, T L AT
AT 2t — S AR 7 2ok S BRAE A L SR Y
B FAZE AR EE T o3 R Y7 45 5 s Tvan 261 2047 1 A
JE DK B 1 g A 47 B2 97 000 B R B 776 2 i T A7
PSR, A T/E HEA TR L 52 I Z0 W T 5 54 B0 P
PUYYGIE R 1) ; Bendia 251 $i T — R T X He i 14
AR %R fo i 7 IR SR B R A LR K &,
DUEETE AR P {35 565 = 7 B 00 SEB2e 4 i B 4
525U AR T R T X B ) S T B AR A
BT A B T TSR BERAAANR 55 14 7] i
B P I RSO0 4 S P R T BAIE M, SR T , 57 8k
P g P L AL R G i, X0 TR 2508 B
GES7 3 5 R R T8 I O T IR 3 R 1 R B
Tbraimi 25" 3 T —Fh 4 i PHR BT R 45 A T 75
BT RSN TR Oy A %
(AT N 0% 6 85 S0 St A [ B 7 ) 42 1 55 s 5
Fimiani 2" BF5E 7 38 52k (0 FH ke ) 4 20 6 o 8 7 R
SIS SRS R A 4 2 [ B G v 8 ) A
FE P B A DA o SR 5 S A, T DX B e 14 1 97 T
G, 32 5 1 P9 2 I R P AR S YR 53t R ek A7 39 56
Vi, Li 2600 SR FBRAE 44 b A T T80 I ot 4k B B A
BORAERE IS, RAIE T X B4 107 P o 85080 114 2 A
FH P 505 (e Rh b, SR, BV PR 48 4 ke T % 3% J7 R

ST 0 B 4% P ), 0 R RE AR 9 52 B P O B AL 5
Zheng S5V T —F2E & X B | B RIPLAE 2
ST W BE ST RO L 52 05 28 3% R AT LA {8 M S B4 16
SRR 22 8] A By 7 i 3L 52 SR, B TRk AiE 25 S
B 0 SRR, O T 2 R A S B T IE A
1 BT R0 5 Azaria 257 Bt T — LT LUKRYS 9 E
Frig ISP A SEBL T B 7 LA 0] 1S 57 5030 14 40
BRAR R, SR, 7 8 b T A — EPE B0k PoW 5 2
P TR A AT A X B B B — B0 ; Xue
SEPUHL T — P Tk DPoS SRR Y R o X B
GRS, AT LA T s, 4R e e S s i 2
SRR AL, Sl B AT E 101 D ESTHL
FAEDE I I 17 IR 4528 A0 20 AN H T IS A 17 IR 4515
5 TZESSR B A oh R BB AL EOR AT RE S £
7Y 5 375 s Huang 2824 3 T 22 1 4UIE B A B0 2
B X ST RIT ST WL B 75 A5 22 75 5K 10 58 2 IS 7 8k
3, B — BB AT P R AT RS (H R R
BT MU Yo 5 SC A 5% 5 7T 345 52 1 W SC 18 7 8k
3, BESFRIFSEHLA T R 20k £ 3 14 2 7 B (47
OB ARAS R % B Rl s Bai 25 4R T —Fh R F X
e i ) 25 X R 0 8 1 28 Sf GG o % % T v B A
Syt

I B 7 R REAT AT, T LA S B IX e i 5 R
IT RGNS A F TR Ss B 3, SR, A8 ] 2200
(2 O A 5 R S 7 BF e MR 22 1) 3 =2 I 7 o
g BAFAR I TSR AT PR AR 5 B Y Sk 2 )
BRI B8 BE 2 LI, X B FA B 25 5 IR T R A
MTERR A % 5 B IR R L S s B SR 5 , 5
7S HURI AT L5 A5 L T B2 7 B8 W SC, 58 2 o B2
KO T RS 7 A B0, T LSRR B B A A
NBaFh, 02, BETF DS WM T R 2o B 7 a4k
SR BTAL LA S SO IR B A ol TR
G/

2 [o) @ EiA

2.1 RGgEE

ARG AR A A BRI RE T AL | X R
HEEBES Y.

BAaf A BRSBTS HLA S 11 L 7 K
U7

EES 7 WFTERUAL - 3o B B AT o A T A S 4

DXERBE  JC SR BE 5 A B A By I sE LA 3t 2 1
TR AR A SR



118 AR 5 R A

2024 4

BREG 20 B S PATZ FIE BT AL 560 1 72 A
[ 2 I is A AR A SR
2.2 SR

ARICFE AT S UL

EMD - B3 By 7R 3 W55 SK - e 35 A 4 A5
PK 30808 354 5 23 95 SK - BEIT WESEALAL 19 AL 4015
PK - 237 WF S 19 22 815 CEMD : W 1 R 7 50408

B
3 W&EAIR

3.1 XBgERA

XHEER A S HA 4 P — Bt el AT
I P A2 A B B DS R e 1 20 A SRR R A DX B
HRTE 2008 A oA e KB C RO T —F s X 5
PR G20 ) o IR S, 2 — e BRI () R A7 it 1)
3T IR IRAS o XS I 25 Pk 56k Ffe
gt B, A P2P 2 RO R B ok SE o0 A R 5
(RIS UE AR RS ARG i XIBEAE S —Fh 43 A
A, BA P SR, RS PR AR AT 5k
BT X P B A AN AR PR U A] A o, FRATT AT DA S
BB 1 BT B 1A 5 BOR B TR T Xk
e EA B, AT DU B T T RoE 1 B
SRR HLAG HEATIC SRR B

BRG] LA A ARAT 1% B sl TLA: B 45 AR
SR MBI O T 4L B S S, TR 2 2 4 m]
15 BRI IE 3, SELSE A= 0 X HsE I .
3.2 FTHARIERAMLG

ZERAFE ] & — AN BRS, UE W N AT DA ] 36 ik AHIE
W1 E MR, BR T RITE M EZ Sh , AN B35 R AT
ffE B o ZFHFIEH] AT 23 2 48 5 Ak B A EE 52 BAE
2 by T3 DX e o i) S s AR RS A A T
ROV, Kk J7 5T SR A E S R X e &
Gz AR H AR

zk-SNARK il J& 2 (M T, G455 0 25 Pk R fd 1k
F5E 4, k-SNARK 4155 =N B, 43 51 ZKP-
Keygen 3.7  prove LAl Verify 57k,
3.3 Paillier FFMZFRIA

Paillier [] 25 0% 5 75 A0 & 9% 4 4 U575 PKey-
gen JII %% 5.7 PEncrypt | fift % 5. 7% PDecrypt, [n] B,
Paillier [A] 25035 58 2 HA i R 280 , BIAAAE -

x+y=D(E(x) xE(y))
Paillier [a] 2505 530 1 ) B SE B AR

1) PKeygen 53k
(1) BEHLIZEREP AR p 1 g AHH 2 -
ged(pg,(p-1)(q-1)) =1
(2) i+ n=pg M A =lam(p-1,4-1),
(3) VRIS g(g e Zn) AT 2 n BEBR ¢
BT
(4) 280 (N,g) .
(5) BB A,
2) PEncrypt B .
(1) EEHEY S reZ, .
(2) EESCHA m AHEIMENEL
¢ =PEncrypt(m,r) =g"r" mod n’ ,re Z,
3) PDecrypt Bk .
m = PDecrypt(c,A) =
(L(¢* mod n*)/L(g mod n*) )mod n

4 FREit

4.1 EHAXE

R TSI BT RO e e SR A SR
BT IXHBERT L 7 By 7 B s R AT L 5 1 e R TR
PUIERA BLAR 0 B 5 A7 7 0 B2 7 Bl A7 3k, 3 3iF
JSCI) J A T 1) 25 T s 3 AR R B 5 Al 7 0 23 8 B 45
VE , W 5 P 235 SR n 85 1 i 2 =S P IE S LA o
4.2 FERRE

AJ5 M FEE AR A E 1 R, BAR D BRG]
/(1

PR BT AL I R A BT R
i, 3 2k-SNARKs 355 A2 i — > F FRUEM 7', 28
JE R F PR 7' AR SR R FIHGE bl 5%
FEREEA LB RS ALK TR E A X Pk
T, (Rl BRSPS LA £ 4 K A — S DG B i 51 2%
R (1 [ WE TN SN 1 =12

B2 HEUERA EIA N B SRR T BT
P BT I TSR 1 DX R 9 285 vh 20 T A S B 1) v Y
BORIN, Bl fe A # al AT EMD Az il 5 i 2 M IE
B 7, Bl S R A E AR BB & 2 .

PR3 FRES LM Verify 53570 i X & dha £
AEMBEITHTEAAE EAL TP UL ARG T3 45
SR A T IR

B AFMPEV IR, B RE A 20K 2
ANEE A 1 PKeygen LR A H] PK, FIAAY
SK BG4 I 2 BH M B AL A B A% B
REA2rh, A e BT B8 %5 3 CEMD, B 5 % AE



% 10 #1

BEBR,F A TR LT ETHERZLELFHE 119

YR AP S BEU R E AL B X B AT AR s
6 UEAS B U BT U AL

S|S  FREA L M BT O AL 6 ] PEn-
crypt B0 I it 7 R0 14 6 BHLVE B {EL 2R 47 0 4 Ak
B ) A2 SR RE G 2 o

TR FHEA LK T OIS AL A TE I {E
WAL IR SRR A, WS B Fr A R i il o
SCH L BT RO S SO AT R A i AR I X
LR AT R AR A

TB|T Blairf R AR E BRI RS
29, B R R A AT BT DR ALAE 1 A BH PR, X R
Y LERRAE SR AT I AL i 2 S T T TERILAL o

TE|S IO R RE A 2 e i
SCRE A CRIFAS] SKy, X 4 SCHA T4 o

T]I R H G A IR Y 5 58 B A
SEL MU T BT B S Il o 2 TS A X R
B

2. RFEREHERBERS

4. EEFMIRERREIE

7. E]Zﬁi;l#lf?ﬁ!!

EfFmREHE pRns
8. InEHEE A
K1 s
4.3 FHIRIERAIRE

Bt A EEH H C R BT R & BT O
FEHUR B SR BE A , KOs 15 T B A i 7 %
e YA G BT E UG B 251, it i B 5
Bt TN EIYGEY] o, B 5 685 AT 2 A
FUE B R NE A TSR, TEATAD JR AT

1) Bl & Qg s i

C=F"xF">F'

2) MG EER R A AAR b, s HAR C
WA R <my,my, - m,  rd > LA SBHIECE
<ID,T> LS4 RAG A (8, Hob ID T rd 535
NI FH W B RS (N B BERL AL, i 545
SRR 7 B AT T 86 UE K dhs ) FL S PR AT A, S B
N

C(<m,,my,,m,>)—>(R,h)

3) BIEEAXS AL RS 0 iz C,
Ky e T AR B R UE T P B B P AR IE % TR
TEWI Y40 VP

ZKPKeygen(1°,C)—(GP.,VP.)
4) A E R AL 77
prove( GP,,m R h)—1

5) BuEE AR < AR R B IERA ST E s
SRS RN A (AT I IR PR, S uE s it True, 75
D%y False :

Verify (VP ,m ,R ,h)—(True,False)

4.4 REFEHETE

X L BT RE AT IR A IE B, AT D A it Y
PR n B S, TR AT DUGRAIE 2 SCRAT n] 454
P, WS s BRI TRA L BRI T

1) BEJPHISEHIG AT PEncrypt 533 %) (i FE 45 A5
B VG FEMEEA T R 2 3 b L

C,, = PEncrypt(range,,)
Coun = PEncrypt (range,,, )

7 srange,, Fll range,,,, 73 5 A2 FEFE AR B -5 BEIE FEL Y
- BRAE AT BRAE

2) Bl & R G A % S0 S T B R
SCHEA T R A IB SRR

3) FIWrEEE A & P A T BT B B
BB 78 BT WSS LA S 14 1 5 RS FELAEL I [) P
X AR AT R R o TR Oy - 2 B
A BT BE AR AR FR 0 5 0 R N U L4 s 1Y)
Bt B0 05 BT B0Hk 1 s 15 BE L U T4 A
Bl B 1 4 BT BRI T 5 BR324 AR
BAmE R -1,

5 REWSH

5.1 REM

TEASCHTT 58 0, BRI BIEFE AL AL B BE S 24
i) BN EME A S Bl A 3 AT IR s 5 e 7 2
A SR AR AR 2l i 2 A i SRk AT I, B R 7
ISR L A% 1) & B R A= TR , 72 50 A 3145
RHTHNG DU T I BT M 8 SCHEA TR Y
5.2 FRFRIP

T DX BRAGE W 28 I 22 X B A 3 R 7 5T
DU AT A A 2, B R IR BE R T 2 5 3 e &
W B A RS S A B Y, I, e



120 AR 5 R A

2024 4

et R R A S BT ARE L S0, 25
F RIS B TSRS R A 2
5B BE A 258 H I SRR AN 23 i B e e A 3 i B
Fafh, B BB 20 HRE AR TR UEI 7 A 2 i 45 Y
FAA KR o LA, B P RIFTE AL U R A — e X ]
A S S A AT R IXRETT L SE LR B A4, e
AL LB 1E HA S 5 35 M e B WS LA & A O 7 2R AN
1 ST
5.3 WE#MHE

MEARFA F ST A I8 i i BT
AR ILRE , ek e i T YRR AT O Al
SR X P op A SRR Ao — 5 A7 AR A, BN, YT
IR s B H A L S P 7 S T A 40 SR 4
ERRBEEAII B S PHB R THT .
5.4 HIEBEHSMH

B B H - B O 5 SC LA B i B S B
Bl 8 SCHEA T I8 B0 A, 4 X i 1 4 SR 4 A T
TARAE , e 4 R SR 0.1, - 1 Ikt
PRI B 7 B S DA A AT A5 RN BRI 4 A A DG H R A 1 K
BB, T TG 15 B BB LA R 3l o, P9 T
X 28 FEAE A TR 43 A1, T AR GIE T B s R A 5 %k
PRI 4
5.5 ATAM

A PAGRA A S LA A Be s FH A ] A% R
Pk E A R, WA B A ERETHD
1) L 7 B A T 4 AR R AR =, JE 42
ST BAE X e R REA LY . ST AT Y
R, m AT DUR R B0 UE A e 5 2 1 BT B0 2 A
A BEIPRITFEN LR T 14 S 7 B3 ) 2R I o B il o
LT ) —SChE DT EC AT DURA £ 52l PR R e 1) 5K
PRI FE . T B 97 IS HLA P IRCE iyt 25 SR 4R )
LT LS e 2 SR AR AR 9 0.1, - 1 {5 B
BB F A 5 I 4 b 015 00, DA T AT 2047 15 314 4
SRR

6 TERESHT

SIS IR k4 i5-4200H, NAF 12 GB, Windows 10
ARG, TR S N Java, G RR iRl Eclipse Java,

A J5 &5 Ganache #5% LIOK 7 A0 A BE M B K
FfH F MetaMask & 4 ok X5 FA A 65 #F 17 005K, £ H
Remix IDE XJ & 6 & £ 47 1 & I LA B 75 22 21 A
A b web3. js FESRALAYHEE DORMHERE S 29
REZ TG VSR 5 o

6.1 IhHEELLER
i AN SCRR[22 ] SCHR[23 T DA SCRRE 24 ] 45 2L
A RS AT DI REME RO XS BE, AT AR A Jr FE T 52 )
RGNS RN S NS T SRS %N €1 TPl
P —EE LA By 1k K o M S5 D) BE X PRI A ER
LF7R.
&1 IhEEXTLER

g | s | g | O | Pk R
SCHER[22] X X X X
k23] Vv vV x X
k[ 24 ] VvV Vv VvV X
g |V v N v

SCHR 24 ] R AT T AR EE 0 3 AR X i R
W EA T Ak B, (EL2 R 7 IR S MILAA) ) 4 Sk 4 i
ALPRAFRIE A W SCIR S R, T RE 2 X RE 1
A B B R AT e o M BB B s o A R
B B LA 3 2 S B8R R & AL O

PRI AR S5 58 5R FH [) Z5 0 B v B 7 i
UK PR R 247 s, w] LR SE i 8 ) 7 Eicdis
0 PR £ T O s D9 i e, [ P ) 3ef % SC A7 [
B (e 2 TR X 25 R AT R LR A,
] B 1k PRSI S AU X R I R A T R o0 A 2k
VAR IR AL, B8 BT B S LA K A
H A R 0 R B BRI 7 LA, AR BE 57 L
eyt A REAR B 22 3 B A R AR I 25 SR 4R, JC A AR L
PCITESEEE RIS YN C
6.2 TEALHLR

SCHR[ 24 ] il A T AR i Uy 9k 58 BRI £+
A H GBS TR TR S 7 BT R, AR S A Y
[ 2 I B BB -5 RSP L =
T BT, DN MR X LR R A 5 A STk 24 ] 5 A
SCHR i TS AE

TESCRR [ 24 T Hp Bl A 3 e I3 S AE 8 O
Blra e Rl s b O S B L S N A
P SRR MAEAR SO, B A 5 P i T3 AE
RO A B N G T SR
SEREERE

05 B2 ) K30 D H o M 42 1) B 45 s 1L
UL L (L O SR L AP AT RS 55, R RR AR K
PASR{EN IR A T A6 o 7RO HSE g, SCRIR[ 24 ]
Ji P 7 S8 2 RO A (i REA A 0 H SO I 58MEL, B
X R BEAT TN 4 S0 AR I T RS



% 10 #1

BEBR,F A TR LT ETHERZLELFHE 121

— T AR A5 5 B L ELE AT SR As 58, Wi
T FRE A b B 75 1 45 B B P Bt I 2 ) I I 4 2R
EEATHAR B o AED5 HSL I i A & 5 R
FEWT TR L2 1 L 1 B 7 B T 5 A SRR R B (LY
R E 100,300,500 A1 700 T, #5315 H A 4n
K2 PR,

x2 HEHE
Bhn RE/C MRE (W) MRE(EPRE) U E
Bl 36.9 110 70 5

H i 200 W P B R 20 200 i, A TH3REAE
FS L P AT AR HAR SCER v 1 By P B 3L 5
FRTHIAE B T OCHER [ 24 1, BARTTH ARG 0 L an &l

2 iR

2 4000

= 3000  rcemmemmcce===="
E

T 2000 /
21000

fmk

= 0

100 300 500 700
iR SR
""" JHR[24] EXHFE

K2 HAEH

D LSRRI AE R R W, R A SCOT7 RAEKE R A
5 ST OT TN IETE R AR b 2 v 1 BT Rl
Jres TS IR T SCRR [ 24 ] o BT 6T A9 7 58, Thi 1
ARSCT7 G R B Bl R R 2 i Rk b A
INEEHRAE LR i 25 RAE AT T e e R A B T e
PRI IR AAE B, TR s 8 B g A0 S B
WA 5 P R U L 1 B e

7 %% I

ARAERT B 7 S 09 70 A, AT UK B X BB 5 R
RGEINEEGA R T MRS BRI AN ] 22,
PEFA & AT WAL 2 1) 36 2 By 7 i 14 B A P
PUBIREA BRAE o T SE Pk A ) AT, A SR
— P T B Y 20 A 3L T 5l R R IR
WAL A DR 5 2 P R IS LA X 2 7 a1
I — Sk (A1 [R] i feit P ) 2650 2 B AR B2 97 S
HEAT NS S AL B, 15 25k G PR W ST MR it 0 A
WHRARAF BRRARBSCR , B8 23 B Al UE WA SO 5890 2
PR SERENE Al FIVE SR 2 e (R BRI A R 3R
WA SO 2 T S AE A9 A T BUA A B T7 52, [R] B e
T o i A5 R A A A Tl B I R
A LS R R 5 R P IS Z 8] 22 4 e 5K

Hi 5 A BT R
2 % X W

[1] LiuL'Y, Han M, Wang Y, et al. Understanding data
breach; A visualization aspect[ C]//13rd International Con-
ference on Wireless Algorithms, Systems, and Applications,
2018.

[ 2] Zhang Y, Xu C X, Li HW, et al. HealthDep: An efficient
and secure deduplication scheme for cloud-assisted eHealth
systems [ J |. TEEE Transactions on Industrial Informatics,
2018,14(9) .4101 -4112.

[ 3] Miao Y B, Tong Q Y, Choo K, et al. Secure online/offline
data sharing framework for cloud-assisted industrial internet
of things[ J]. IEEE Internet of Things Journal ,2019,6(5) ;
8681 —8691.

[ 4] Liang J] W, Qin Z, Xiao S, et al. Privacy-preserving range
query over multi-source electronic health records in public
clouds[ J]. Journal of Parallel and Distributed Computing,
2020,135.127 - 139.

[5] %5, R KREESOR K EICR ST ]. A3tk
1} ,2016,42(4) ;481 —494.

[ 6 ] Mettler M. Blockchain technology in healthcare ; The revolu-
tion starts here [ C]//18th International Conference on e-
Health Networking, Applications and Services,2016:1 —3.

[ 7] Dorri A, Kanhere S, Jurdak R, et al. Blockchain for IoT
security and privacy: The case study of a smart home[ C]//
IEEE International Conference on Pervasive Computing and
Communications Workshops,2017:618 —623.

[ 8 ] Zhang J, Xue N, Huang X. A secure system for pervasive
social network-based healthcare[ J]. IEEE Access,2016,4 .
9239 -9250.

[ 9] Zhu X Y, Badr Y. Identity management systems for the In-
ternet of Things: A survey towards blockchain solutions[ J].
Sensors,2018,18(12) :4215.

[10] Yue X, Wang H J, Jin D W, et al. Healthcare data gate-
ways: Found healthcare intelligence on blockchain with novel
privacy risk control[ J]. Journal of Medical Systems,2016,
40(10) ;218.

[11] Panarello A, Tapas N, Merlino G, et al. Blockchain and
IoT integration; A systematic survey[ J]. Sensors,2018,18
(8):2575.

[12] Islam I, Munim KM, Oishwee SJ, et al. A critical review of
concepts, benefits, and pitfalls of blockchain technology
using concept map [ J]. IEEE Access, 2020, 8. 68333 -
68341.

[13] Puthal D, Malik N, Mohanty SP, et al. The blockchain as a
decentralized security framework[ J]. IEEE Consumer Elec-

tronics Magazine ,2018,7(2) .18 -21.

(T3 226 1)



226

i F AR R 5 B pt

2024 4

(2]

(3]

(4]

[5]

(6]

(7]

(8]

(9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

2010 IEEE International Symposium on Industrial Electron-
ics,2010,2815 —-2820.

Castro J, Delgado M, Medina J, et al. Intelligent surveil-
lance system with integration of heterogeneous information for
intrusion detection[ J]. Expert Systems with Applications,
2011,38(9) :11182 - 11192.

Wang C, Zhang H, Yang L, et al. Deep people counting in
extremely dense crowds[ C]//23rd ACM International Con-
ference on Multimedia,2015:1299 —1302.

Zhang Y, Zhou D, Chen S, et al. Single-image crowd
counting via multi-column convolutional neural network[ C]//
2016 IEEE Conference on Computer Vision and Pattern Rec-
ognition, 2016 :589 —597.

Li Y, Zhang X, Chen D. CSRNet: Dilated convolutional
neural networks for understanding the highly congested scenes
[ C1//2018 IEEE/CVF Conference on Computer Vision and
Pattern Recognition,2018:1091 —1100.

Guo D, Li K, Zha Z, et al. DADNet; Dilated-attention-de-
formable convnet for crowd counting[ C]//27th ACM Inter-
national Conference on Multimedia,2019 1823 — 1832.

Zhu F, Yan H, Chen X, et al. A multi-scale and multi-lev-
el feature aggregation network for crowd counting[ J]. Neuro-
computing,2021,423 :46 - 56.

Wang Z, Xiao Z, Xie K, et al. In defense of single-column
networks for crowd counting[ EB]. arXiv;1808.06133,2018.
FEEEAE, A, BT 2 RUBE %5 () VE BV RFIE Rl & 19 A HETT
Bemzg )] BN A ,2021,41(2) 537 —543.

FARIR. FET 2 REEAF B 5 13 2 L A % B Al
B[ D]. AAE LR ,2020.

FefdgE 2 SCNI. A IS NG R AR RO 25 [T ] 3t
ML RS ,2021,57(21) 1203 - 208.

Boominathan L, Kruthiventi S, Babu R. CrowdNet: A deep
convolutional network for dense crowd counting[ C]//24th
ACM International Conference on Multimedia, 2016 ;640 —
644.

Sam D, Surya S, Babu R. Swiitching convolutional neural
network for crowd counting[ C]//2017 TEEE Conference on
Computer Vision and Pattern Recognition,2017 :4031 —4039.
Dai F, Liu H, Ma Y, et al. Dense scale network for crowd
arXiv:1906.09707,2019.

Huang G, Liu Z, Laurens V, et al. Densely connected con-
volutional networks[ C]//2017 IEEE Conference on Comput-
er Vision and Pattern Recognition,2017:2261 —2269.

Wang S, Lu Y, Zhou T, et al. SCLNet: Spatial context

counting[ EB].

learning network for congested crowd counting[ J]. Neuro-
computing, 2020,404 .227 —239.

Peng S, Wang L, Yin B, et al. Adaptive weighted crowd re-
ceptive field network for crowd counting[ J]. Pattern Analy-
sis and Applications,2020,24 .805 —817.

Sindagi V, Patel V. Multi-level bottom-top and top-bottom

[19]

feature fusion for crowd counting [ C]//2019 IEEE/CVF
International Conference on Computer Vision,2019.1002 —
1012.

Idrees H, Saleemi I, Seibert C, et al. Multi-source multi-
scale counting in extremely dense crowd images[ C]//2013

IEEE Conference on Computer Vision and Pattern Recogni-

tion,2013:2547 —2554.

[14]

[15]

[22]

[23]

(24]

[25]

(L#£5 121 W)

Vazirani A, Odonoghue O, Brindley D, et al. Blockchain
vehicles for efficient medical record management[ J]. NPJ
Digital Medicine,2020,3(1) .1 -5.

Ivan D. Moving toward a blockchain-based method for the
secure storage of patient records [ EB/OL]. [ 2021 - 03 -
21 ]. https://www. healthit. gov/sites/default/files/9-16-
drew_ivan_20160804_blockchain_for_healthcare_final. pdf.
Bendiab K, Kolokotronis N, Shiaeles S,et al. A novel block-
chain-based trust model for cloud identity management
[EB]. arXiv;1903.04767,2019.

LiHY, Zhu L H, Shen M, et al. Blockchain-based data
preservation system for medical data[ J]. Journal of Medical
Systems,2018,42(8) .1 —13.

Ibraimi L, Tang Q, Hartel P H, et al. A type-and-identity-
based proxy re-encryption scheme and its application in
healthcare[ C]//5th VLDB Workshop on Secure Data Man-
agement ,2008 ;185 — 198.

Fimiani G. Supporting privacy in a cloud-based health infor-
mation system by means of fuzzy conditional identity-based
proxy re-encryption ( FCI-PRE) [ C]//2nd International Con-
ference on Advanced Information Networking and Applications
Workshops,2018 ;569 —572.

Li X F, Mei Y R, Gong J, et al. A blockchain privacy pro-
tection scheme based on ring signature [ J ]. TEEE Access,
2020,8:76765 —76772.

Zheng X C, Mukkamala R, Vatrapu R, et al. Blockchain-
based personal health data sharing system using cloud storage
[ C]//20th International Conference on e-Health Networ-
king, Applications and Services,2018:1 —6.

Azaria A, Ekblaw A, Vieira T, et al. MedRec: Using
blockchain for medical data access and permission manage-
ment [ C]//International Conference on Open & Big Data,
201625 -30.

BENS K (AR, BN, 5. ST DXL A B2 7 a3 A
5 [I]. A ska#4,2017,43(9) 11555 - 1562,
Huang H P, Zhu P, Xiao F, et al. A blockchain-based
scheme for privacy-preserving and secure sharing of medical
data[ J]. Computers & Security,2020,99:102010.

Bai SJ, Yang G, Rong C M, et al. QHSE: An efficient pri-
vacy-preserving scheme for blockchain-based transactions
[J]. Future Generation Computer Systems,2020,112:930 —
944.



	10期最终定稿 116
	10期最终定稿 117
	10期最终定稿 118
	10期最终定稿 119
	10期最终定稿 120
	10期最终定稿 121
	10期最终定稿 226

