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Abstract

attacks, and of being scarcely implemented in JavaScript source code, we proposed a new hash opaque predicate-based JavaScript software

Because of the weakness of current software watermarking algorithms in high performance overhead or suffering from various

watermarking algorithm. By constructing a new kind of hash-mapping opaque predicate, which is based on the method of remainder of division
operation, and embedding the watermark information of software into opaque predicate expression, the algorithm constructs the everlasting
basic block of this opaque predicate and embedding it into program to implement software watermarking. We also developed a JavaScript
software watermarking system which is based on this algorithm. Experiments proved that the algorithm can effectively resist various common

static and dynamic attacks on the premise of less system overhead increase, as well as improve the invisibility and robustness of the water-

mark.
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