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Abstract

encryption to solve pollution attacks, intermediate nodes usually do not have the capability to defend the attacks. To

Application system based on network coding is vulnerable to pollution attacks. In the current symmetric

solve this problem, we proposed a homomorphic MAC encryption scheme for network coding with HB protocol based on
LPN problem, and proved that the proposed scheme was secure under the basic model. Compared with the previous
schemes based on symmetric encryption, the proposed scheme allowed intermediate nodes in the network to verify the
legality of the received packets, and detected and filtered the contaminated packets as early as possible. Duo to the lower

computational overhead and width overhead, our scheme is ideally suitable for some real-time network coding applications.
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